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9E1$50 �)-/!U7/�'*1$2�^ ¢ I*)-1$� N U750L�.0U724U73�3W1$2(I�L>.01$F � U750/!F�,$2V/Y@§/�1E&(,$5U7.0/!'*JK,<)-,$/!�767,$.0U7H()-,E/�&V,<= ¢¦O 3�,$S#'*2(,$)+1$2(I*L>.�1$F � U750/!F4,$2(/!) ¢ U72V3�@
U7)8U7H(/!&(1$50'*¥�,$3�S#1$5C/!&(,E9<1$50 �)-/!U7/!'*1$2�^
?AS(/!&(,E5�,$F41$/!,E&(1$)-/Y)-,$2(3�)8I�U�67,$I�,$3 � U7.0 \,$/�)-�7/!&(,E �,$502(,$I�.0&(,$.0 \)+/!&(,= ¢¦O U72(3W)-,$/!)+/!&(,E) � ,$.0'�S#'*,$3�)-,$.0H(50'*/!L�I*U767,$I�/!1E/�&V,<)-1$.0 �,$/-^�?A24/!&('*).0U7)-,$�7/!&(,E)-,$)-)-'�1$24&(U�)+/!&(,E)-,$.0H(50'�/!L>I�U�67,$I�1$S(/!&(,E'*2(.01$F�'*2(� � U7.0 �,$/!�U7)-)-H(F4'*2(�>/!&(U7/Y/!&(,EI*U767,$I�'*)+9E'*/�&V'�24/!&(,E)-,$.0H(50'�/!L>I�U�67,$I�50U72(�K,E1$S(/!&(,
)-LK)-/!,$F4�7/!&(,<;>ªE«§,$2(/!5�L>S#1$5C/!&(,EH()-,$5 �7/�&V,<= ¢¦O �7U72(3W/!&(,<2V,$/�9E1$50 
'*2(/!,$50STU7.0,�^ÝòY1$H4.0U72(2V1$/Y.0&(U72V�K,<LK1$HV5C)-,$.0H(50'*/�L>I*U767,$I\9<&('*I*,<9E1$50 �'*2(�
'*24/!&(,E)-,$)-)-'�1$2Ý^
@BADCFE�G¦?A24%\50HV)	/!,$3W;>=�?A@CBED���/�&V,<I*U767,$I�1$SVU`I*1$�K'*24)-,$)-)	'*1$24'*)+)-,$/
/!&(,E)-U7F4,<U�)+/!&(,EI�U�67,$I�1$S(/!&(,E.01$2(2(,$.0/!'*1$2�S#1$5X/�&V,<3�HV5�U�/�'*1$241$S(/!&(,
)-,$)-)-'*1$2�^£%Y&('*)8I�U76�,$I�'�)8/!&(,E'�2V/�,$50)-,$.0/!'�1$241$SV/�&V,<I*U767,$I\1$S(/!&(,
1$50'*�K'�2VU7/!'�2(�>&(1$)-/YU�2(3W/�&V,<= ¢¦O ,$2(/!50L>1$2�/!&(,E3�,$)-/!'�2VU7/!'�1$24&(1$)-/-^
%�&('�)8I*U767,$I�.0U72(2V1$/Y67,E.0&(U72(�K,$3Æ^£%Y&(,EH()-,$5C'*)83�,$2('*,$3WU7.0.�,$)-)8'*S(/!&(,
.01$2(2(,$.0/!'*1$2�I*U767,$I\'�)82(1$/Y9E'*/!&('�24/!&(,E= ¢|O ,$2(/!50L�50U72V�K,$�7/!&(,
2(,$/!9E1$50 v'*2(/!,$50S#U7.0,<I*U767,$I\ST1$5X/�&V,<.01$2(2V,$.�/!'*1$2(�71$5X/!&(,<HV)-,$5$ï )8I*U767,$I
50U72(�K,E'*2�/!&(,E;>ª<«|^£%Y&(,E1 � /!'�1$2 NETW_STRICT_B1 .01$2(/!501$I*)+/!&(,I*U767,$I�1$SVUóI�1$�K'*24)-,$)-)-'�1$2(��U72(3WF4H()-/Y67,E)-,$/Y'*24Uó%\50H()-/!,$3�;>=>?�@XB<D
)-LK)-/!,$F ^
BE24U`;>=>?�@XB<D NPO D�)-LK)-/!,$F4�7/!&(,EI�U76�,$I�1$S(UóI*1$�K'�24)-,$)-)-'*1$2�'*)
U7I*9EU7LK)+/!&(,E)-U7F4,EU7)+/!&(,EI*U767,$I�1$S(/!&(,E.01$2(2(,$.0/!'*1$24'�S(,$'*/!&(,$5X/�&V,
basic

1$5
cipso

)-,$.0H(50'*/!L�1 � /!'*1$24'�)8H()-,$3W1$24/�&V,<.01$2(2V,$.�/!'*1$2�^
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�%H�����	��
	
 ����� 
 ������������������������! #"$� �

%�&(, ÉI/10 U72(3J)8+.-�U7.0.0,$)-) � 501$.�,$3zH(50,$)+U750,EU7)8ST1$I*I�1$9E)K©

•
õY1$5CUó.01$2(2(,$.0/!'*1$242(1$/Y)-,$2(3�'*2(�>I*U767,$I*,$3�?AZ � U7.0 �,$/!)K©£?AS(U7.0.0,$)-)+'*)�K50U72(/!,$3��7U72(3W/!&(,<= ¢¦O ) � ,$.0'*S#'�,$)8U`)-,$.0H(50'*/�L>I*U767,$I�/!&(U7/�'�)8F�1$50,50,$)	/!50'*.0/�'*JK,E/�&VU72�) � ,$.0'*S#'�,$3W'*2�/!&(,E;�ªE«C�7LK1$HV5F�'*2('*F4H(F>[]F4U7¨K'*F4H(Fñ)-,$.0H(50'�/!L�I*,$JK,$I*)+U72(3�.01$F � U750/!F4,$2(/!)+U750,F�U�3�,</!1<F4U7/!.0&4/�&V1$)-,<) � ,$.0'�S#'*,$3�67L>/!&(,<= ¢¦O ^�%�&(,<1 ��� 1$)-'*/!,<'*)U7I*)	1E/!50H(, & '�SV/�&V,<;>ª<«§) � ,$.0'*ST'*,$)+UóF41$50,<50,$)-/!5�'*.0/!'�JK,E)-,$.0H(50'�/!L>I�U76�,$I/�&VU72�) � ,$.�'*S#'�,$3W'�24/!&(,<= ¢|O �7LK1$H(5CF4'*2('*F4H(F>[]F4U7¨K'*F4H(Fñ)-,$.0H(50'�/!L
I�,$JK,$I*)+U�2(3�.01$F � U750/!F4,$2(/!)+U750,<F4U73�,E/�1EF4U7/!.�&4/!&(1$)-,<) � ,$.0'*ST'*,$3W'�2/�&V,<;>ª<«|^

•
õY1$5CUó)-LK)-/!,$Fñ)-,$2(3�'*2(�>I�U�67,$I�,$3 � U7.0 �,$/!)K©ÝòY1$H(5C)-,$.0H(50'*/�L>I*U767,$I�'*)50,$)	/!50'*.0/�,$3W/!1</!&(,<)-1$.0 �,$/Y.01$2(2V,$.0/�'*1$2(ï )+)-,$.0H(50'*/�L>I*U767,$I M /!&(U7/�'�)-�7LK1$H
.0U72(2(1$/�.�&VU72(�K,ELK1$H(5C)-,$.0H(50'*/!L�I*U767,$I\9<&('*I*,<.01$2(2V,$.�/!,$3W/!1</!&(,
)-1$.� \,$/�QA^£%�1E,$)	/!U76�I�'*)-&4/�&V,<.01$2(2V,$.�/!'*1$2(�7/!&(,E)-1$.0 �,$/�.�1$2V2(,$.0/!'�1$2(ï )
)-,$.�HV50'�/!L>I�U76�,$I�F4H()-/YS#U7I*I�9E'�/!&('*24/!&(,<50U72V�K,<3�,$S#'*2(,$3WST1$5XLK1$H4'�24/!&(,
= ¢|O �72(,$/!9E1$50 v'*2(/!,$50S#U7.0,$�7U72(3W;�ªE«¦^

ò�1$H(5C)-,$.0H(50'*/�L>U73�F4'*2('*)	/!50U7/!1$5CHV)	,$)8/!&(, ¤>¢¦O /!1E3�,$S#'�2(,E/!&(,EH()-,$50)
U�2(3��K501$H � )+/!&(U7/YU�5�,E�K50U72(/!,$3WU7.0.�,$)-)8/�1E50,$F41$/�,E)-,$50JK'�.0,$)+S#501$FñU
�K'*JK,$2450,$F�1$/!,E2(1$3�,�^£%Y&(, ¤�¢|O U7I�)-1E3�,$S#'�2V,$)+/!&(,E)-,$5�JK'*.0,$)+/!&(U�/YU750,
U�I�I*1$9<,$3WU7/Y/!&(U�/Y50,$F�1$/!,E2(1$3�,�^�%�&(,<)-,$50JK'*.0,$)+/!&(U7/Y/!&(, ¤>¢¦O U7I*I�1$9E)
M 67L>) � ,$.0'�S#'*.0U7/!'�1$24)-/!50'�2(�KQVU750, login� lpd� ftp� rsh� rexec� nfsM 3�,$S#,$505�,$3zQT�

mail
M 3�,$S#,$505�,$3�Q#�7U�2(3

nqs
^£%Y&(, ¤�¢|O

login 
)-,$50JK'*.�,

�K1$Jj,$5�2V)+'*2(/!,$50U7.0/!'�JK,E)-,$)-)-'�1$2V)+/!&(501$H(�K&
rlogin

U�2(3
telnet

^£%Y&V,
) � ,$.0'*S#'�.0U7/!'*1$2() all U72V3 none U750,EU7I*)	1 � 1$)-)-'*67I*,<'*24/�&V, ¤>¢¦O ^
?AS(LK1$HV5C9E1$50 �)-/!U7/�'*1$24'*)+2(1$/�3�,$ST'*2(,$3W'*24/�&V, ¤>¢¦O �7LK1$H�U�5�,E�K50U72(/!,$3
U�.�.0,$)-)8/�1E)-,$50JK'*.�,$)K^£?AS(LK1$H(5X9<1$50 �)-/!U7/!'*1$24'�)83�,$ST'*2(,$3W'*2�/!&(, ¤>¢¦O �
6�H(/YLK1$H(5XH()-,$5C2VU7F4,<U72V3��K501$H � 2(U�F�,E'*)+2(1$/�I�'*)-/!,$3��7LK1$H4U750,<3z,$2('�,$3U�.�.0,$)-)8/�1E)-,$50JK'�.0,$)K^

%�&(,EST1$I*I*1$9<'*2(�>)-H(67)-,$.0/!'�1$2()83�,$)-.050'�67,E&(1$9:/!&(,E;>=�?A@XB<D NPO D�U72V3
%(50H()-/!,$3�;>=�?A@XB<D�ST,$U�/�HV5�,$)8U7STS#,$.0/Y%Y@XZ�[m?AZí.01$F4F4U72(3�)K©

•
�C,$F41$/!,<2(1$3z,$)+U72V3�H()-,$5X)-,$.0H(50'�/!L>50U72(�K,$)

•
�<,$2(,$50U7I*'*¥�,$3�.01$2(2(,$.0/!'*1$2�,$¨KU7F � I*,$)

•
%Y&(,

telnet
.�1$F4F4U72(3

•
%Y&(,

rlogin
.�1$F4F4U72(3

üWþ8ÿ��I���LK�MBNO� �
�
����
P5��Q�
� ��R ��À�ÁTÂ³Á�S

� �Q�%����� � ����� �T� �
�
������������À�ÁTÂ³Á�U

¬®°¯G±³²�¯WV¡¿R¶+»
½ ¹YXZX\[E´J]�¿
À�Á��



Ã(ÄÆÅKÇTÈ�Å�É8Ê	ËsÌEÍ	Î#ÏWÐ�Ê	ÑAÒ7Î�ÓÔËsÕ×Ö À$Ø Ù�Ú�ÛÝÜ]Þ#Û¦ßYà�áÔâRãAäÔå£æ\ç�à�äAè ç�éRê$ë ì$à

�%^ ������������������������! #"$� � �����	��
	
 ����� 


•
%�&(,

remsh
.�1$F4F4U72(3

•
%�&(,

ftp 
.01$F�F4U72(3

•
%�&(,

rcp
.01$F4F�U�2(3

õ�1$5C'*2(ST1$50F4U7/!'*1$2�U�671$H(/Y'*2(/!,$50STU�.�,E)-,$.0H(50'*/�L>I*U767,$I*)+1$24LK1$H(5X@C50U7L
�X,$)	,$U�5�.0&4)-LK)-/!,$F��7)-,$,ELK1$H(5C)-,$.0H(50'*/�L>U73�F4'*2('�)-/!50U7/!1$50^
¢ I�I�1$SV/�&V,<,$¨KU7F � I*,$)8'�24/!&(,$)-,<)-HV67)-,$.0/�'*1$2()8H()-,</!&(,E/!9<1E50,$F41$/�,2(1$3�,$)8U72V3WH()-,$5�)8) � ,$.0'*ST'*,$3W'*24)-H(67)-,$.0/�'*1$2`_�^ ��^ �7^
@BADCFE�G¦?A24Uó%\50H()-/!,$3W;�=>?A@CBED�)-LK)-/�,$F4�7/!&(,EI�U76�,$I�1$S(Uó2(,$/!9<1$50 
.01$2(2(,$.0/!'*1$2�.0U72V2(1$/Y67,E.0&(U72(�j,$3�^�%�&(,EST1$I*I*1$9<'*2(�>,$¨KU7F � I�,$)8U ��� I*L/!1<;>=>?�@XB<D NPO DG)-LK)-/!,$F4)K^�?AS(U724,$¨KU7F � I*,<&VU7)+U724?AZP)-,$.0H(50'�/!L1 � /!'*1$2�) � ,$.0'*ST'*,$3��7'*/YU ��� I*'*,$)+U7I*)-1</!1<%(5�HV)-/�,$3W;�=>?A@CBEDG)-LK)-/!,$F4)K^

?A24/!&(,<,$¨KU�F � I�,$)8'�24/!&('*)8)	HV67)-,$.0/�'*1$2(��/�&V, snoopy U�2(3 friend50,$F41$/!,<2(1$3z,$)+U72(3WH()-,$5X)-,$.0H(50'�/!L>50U72(�K,$)+U�5�,EH()-,$3�^
%�&(,<= ¢¦O ,$2(/!50L>ST1$5

snoopy
1$2�/!&(,<;>=>?A@CBED NPO D�)-LK)-/!,$Fñ.0U7I*I�,$3

cray
'*)+U7)8S#1$I�I*1$9E)K©

•
N '*2('*F4H(Fñ)-,$.0H(50'*/�L>I*,$JK,$I�1$S(�

•
N U7¨K'*F4H(Fñ)-,$.0H(50'*/!L�I*,$JK,$I�1$SDa

•
N '*2('*F4H(Fñ.01$F � U750/�F4,$2(/Y1$S(�

•
N U7¨K'*F4H(Fñ.01$F � U750/!F�,$2V/Y1$S train

•
@XI�U�)-)+@X�

•
?AZ�D�B:'*)

none

@BADCFE�G¦%�&('�)8= ¢¦O 3�,$S#'�2V'�/!'*1$2�'*)82(1$/YU7I*I*1$9<,$3W1$24U`%(50H()-/!,$3
;>=�?A@XB<D�)-LK)-/!,$Fñ67,$.0U7H()-,E&(1$)-/!)+/!&(U�/Y3�1E2(1$/Y&(U7Jj,<U72(L>?AZYDRB
)-,$.0H(50'*/�L>1 � /!'*1$2�F4H()-/�H()-,E1$2(I�L>1$2(,EI*U767,$I�^£%�&(, localhost,$2(/!50L>'�)8U72�,$¨j.�, � /�'*1$2�^

%�&(,<= ¢¦O ,$2(/!50L>ST1$5
friend

1$2�/!&(,<;>=>?A@CBED NPO D�)-LK)-/!,$Fñ.0U7I*I�,$3
cray

'*)+U7)8S#1$I�I*1$9E)K©

•
N '*2('*F4H(Fñ)-,$.0H(50'*/�L>I*,$JK,$I�1$S(�

•
N U7¨K'*F4H(Fñ)-,$.0H(50'*/!L�I*,$JK,$I�1$S���a

•
N '*2('*F4H(Fñ.01$F � U750/�F4,$2(/Y1$S(�

•
N U7¨K'*F4H(Fñ.01$F � U750/!F4,$2(/!)+1$S(U7I�I�/!&(,E.01$F � U�5�/!F4,$2(/!)+'*2�/!&(,)-LK)-/!,$F

b �cd�Q��� � � � �� ������R ����
���� R ����feg� ���  ���À�Á��$ÁTÂ
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 ����� 
 ������������������������! #"$� �

•
@CI*U7)-)8«C�

•
?�Z�D�B:'*)

cipso

%�&(,<2V,$/�9E1$50 v'*2(/!,$50S#U7.0,</!1</!&(,E;�=>?A@CBED NPO D�)-LK)-/!,$Fñ.0U7I*I�,$3
cray&VU7)+/!&(,ES#1$I�I*1$9<'*2(�>I*'�F4'*/�)K©

•
N '�2('*F4H(Fñ)-,$.0H(50'*/!L�I*,$JK,$I�1$S(�

•
N U7¨K'�F4H(Fô)-,$.�HV5�'*/!L�I*,$JK,$I�1$S���a

•
N '�2('*F4H(Fñ.01$F � U750/!F�,$2V/Y1$S(�

•
N U7¨K'�F4H(FñU�H(/!&(1$50'�¥�,$3W.�1$F � U750/!F4,$2(/!)+1$S test U72(3 train

%\9<1EH()-,$50)-�ji7U7.0 ¡U72(37i7'*I*I���&(U7JK,EU7.0.�1$HV2(/!)+1$24/!&(,E;�=>?A@CBED NPO D
)-LK)-/!,$Fñ.0U7I*I�,$3

craŷ

i�U7.0 �ï )+;>ª<«§,$2(/!50L>U7)-)-'��K2V)+&('*Fñ/!&(,ES#1$I�I*1$9<'*2(�>I*'�F4'*/�)K©

•
N '�2('*F4H(Fñ)-,$.0H(50'*/!L�I*,$JK,$I�1$S(�

•
N U7¨K'�F4H(Fô)-,$.�HV5�'*/!L�I*,$JK,$I�1$S(�

•
ª<,$S#U7H(I*/Y)-,$.0H(50'*/!L�I*,$JK,$I�1$S(�

•
¢ H(/!&(1$50'*¥�,$3�.01$F � U750/!F�,$2V/�)+U�5�, train U72(3 test

•
¢ .0/!'�JK,E.01$F � U�5�/!F4,$2(/!)+1$S(2(HVI�I

i�'�I*I*ï )8;�ªE«§,$2(/!50L�U�)	)-'*�K2()8&(,$5X/�&V,<S#1$I�I*1$9E'�2(�>I*'�F4'*/!)K©

•
N '�2('*F4H(Fñ)-,$.0H(50'*/!L�I*,$JK,$I�1$S(�

•
N U7¨K'�F4H(Fô)-,$.�HV5�'*/!L�I*,$JK,$I�1$S(�

•
ª<,$S#U7H(I*/Y)-,$.0H(50'*/!L�I*,$JK,$I�1$S(�

•
¢ H(/!&(1$50'*¥�,$3�.01$F � U750/!F�,$2V/�)+U�5�, train U72(3 test

•
¢ .0/!'�JK,E.01$F � U�5�/!F4,$2(/!)+1$S(2(HVI�I

%�&(,<S#1$I*I�1$9E'*2(��,$¨KU7F � I*,$)+U ��� I*L�/!1<U7I*I�.01$2(2(,$.0/!'*1$2�F4,$/!&(1$3�)M
telnet

�
rsh

�
rlogin

��U72(3W)-1EST1$50/!&(QA^
%�&(,$L>H()-,E/�&V, � 50,$JK'*1$H()83�,$S#'�2('*/!'�1$2V)K^
2X¨KU7F � I*,��7©ki�U7.0 vU7/!/!,$F � /!)+/!1<.01$2(2(,$.0/Y/!1 cray S#5�1$F snoopy

U7/
U�.�/!'*JK,<I*,$JK,$I��7�7U72(3WU7.0/�'*JK,<.01$F � U750/!F4,$2(/ admin ^
i�U7.0 v'*)+3z,$2('�,$3WU7.0.0,$)-)+/!1

cray
67,$.0U7HV)-,</!&(,E'�2V/�,$50S#U7.0,<3z,$JK'�.0,E3�1$,$)

2V1$/YU7I*I�1$9:/!&(,<.01$F � U750/!F4,$2(/ admin ^

l � � �� � ����m� � �
� ��� ��
����� �
�<n � c5P*����À�Á��$Á��
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 ����� 


2X¨KU7F � I�,<��©�i7U7.0 ¡U7/�/!,$F � /!)+/!1E.�1$2V2(,$.0/Y/!1 cray ST501$F snoopy
U�/

U7.0/!'*JK,<I*,$JK,$I��7�7U72(3�U7.0/!'*JK,<.01$F � U750/!F�,$2V/ test ^
i7U7.0 ¡'*)+3�,$2V'�,$3WU7.0.0,$)-)+/!1

cray
67,$.0U7H()-,E/!&(,<= ¢¦O )-/!U7/!,$)+/!&(U�/

cray3�1$,$)82(1$/YU�I�I*1$9:Uó.01$2(2(,$.0/!'�1$24S#501$F
snoopy

9E'�/!&4U7.0/�'*JK,
.01$F � U750/!F�,$2V/ test ^
2X¨KU7F � I�,Y=�©ki7'*I*I�U7/�/!,$F � /!)+/!1<.01$2(2V,$.�/�/�1 cray S#501$F friend

U7/
U7.0/!'*JK,<I*,$JK,$I>a`U72(3WU7.0/�'*JK,<.01$F � U750/!F4,$2(/ test ^
i7'*I*I�'�)83�,$2('*,$3�U�.�.0,$)-)8/�1

cray
67,$.0U7H()-,E/�&V,<;>ª<«§)-/!U7/!,$)8/�&VU7/YH()-,$5

i7'*I*I�'*)+2(1$/�U7I�I*1$9E,$3�UóI*,$JK,$I�&('*�K&(,$5X/!&(U724��^
2X¨KU7F � I�,Yp�©ki7'*I*I�U7/�/!,$F � /!)+/!1<.01$2(2V,$.�/�/�1 cray S#501$F friend

U7/
U7.0/!'*JK,<I*,$JK,$I��`U72(3WU7.0/!'�JK,E.�1$F � U750/!F4,$2(/!) train U72(3 test ^
i7'*I*I�'�)8U7I*I�1$9E,$3WU7.0.�,$)-)8/�1

craŷ

¤ &(,$24LK1$H4HV)	,E/!&(,
telnet

.01$F4F4U72(3�/!1E.�1$2V2(,$.0/Y/!1<Uó;�=>?A@CBED
NPO D�)-LK)-/!,$FñS#5�1$FôLK1$H(5C50,$F41$/!,<2(1$3�,$�7Lj1$H�U750,EU7)-)-'��K2V,$3�/!&(,EF�1$)-/
50,$)-/!50'�.0/!'�Jj,<)-,$/Y1$S()-,$.0H(50'�/!L�I*,$JK,$I*)+U72(3W.01$F � U750/�F4,$2(/!)+S#501$Fñ/!&(,
.01$F467'*2(U7/!'�1$241$S(LK1$HV5C;>ª<«§,$2(/!50L³�7/!&(,E'�2V.�1$F4'*2(�>&(1$)-/!ï )+= ¢|O ,$2(/!50L³�
U72V3�/!&(,E)-,$.0H(50'�/!L>I�U�67,$I�S#1$5C/!&(,E2(,$/!9<1$50 ¡'*2(/!,$5�S#U7.0,�^
?A24,$¨KU7F � I�,W���ji7U�.� ¡I*1$�K)+'*2(/!1 cray S#501$F snoopŷ

£«X,$.0U7H()-,E&('*)
;>ª<«§,$2(/!50L>'�)+F41$50,E5�,$)-/!50'*.�/!'*JK,<S#1$5C)-,$.0H(50'*/�L>I*,$JK,$I�/�&VU72�/!&(,E= ¢¦O
,$2(/!50L>ST1$5

snoopy
�7U72(3W67,$.0U7H()-,E/�&V,<= ¢¦O '*)+F41$50,<50,$)-/!50'�.0/!'*JK,<S#1$5

)-,$.0H(50'*/�L>.01$F � U750/�F4,$2(/!)8/�&VU72�&V'�)+;>ªE«§,$2(/!5�L³�ji�U7.0 �ï )8)-,$.�HV50'�/!L,$2(JK'*501$2(F4,$2(/Y50,$S#I*,$.�/!)8/�&V,<'*2(/!,$50)-,$.�/!'*1$241$S(/!&(,$)-,</!9E1<,$2(/!50'*,$)K^

÷ 	�� telnet �
��cqc �����À�Á��$Á�#
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2X¨KU7F � I*,��7©

snoopy$ telnet cray
Trying...
Connected to cray
Escape character is ’^]’.
Cray UNICOS (cray) (ttyp051)
login: jack 
Password: 

Active label set to : level0,none

Last successful login was : Tue May 22 13:45:04 from snoopy

                Welcome to the UNICOS 9.0 system
cray$ spget

 permits equal 00 
                none
 security level is 0
                level0
 maximum level is  5
                level5
 minimum level is  0
                level0
 authorized compartments are 040
                train
 active compartments are 00
                none
 integrity class is 0 
                class0
 maximum class is   0
                class0
 active categories are 00
                none
 authorized categories are 00
                 none
cray$ setulvl 1
setulvl: New security label is
Level[1:level1] Compartments[none]
cray$
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?A24,$¨KU7F � I*,<�7�ji�U7.0 vI*1$�K)+'*2(/!1 cray S#501$F friend
^£«C,$.0U7H()-,

friend
H()-,$)8/!&(,<@X1$F�F41$24?AZPD�,$.0H(50'�/!L>B � /!'*1$2 M @X?�Z�D�BEQ(F4,$/�&V1$3�1$SI*U767,$I*'�2V��2(,$/!9E1$50  � U7.0 �,$/!)-�ji7U7.0 �ï )+I*U767,$I�50U72(�j,<'*)+.01$2()-/!50U7'*2(,$3W/!1<U)-'*2(�KI*,<I*U767,$I\JKU7I*H(,$�79E&('�.0&4'*)8/�&V,<I*U767,$I\1$S(/!&(,E.�1$2V2(,$.0/�'*1$2�^£%�&(,EI�U76�,$I

1$S(/!&(,E.01$2(2(,$.0/!'*1$24'�)8/!&(,E)	U�F�,EU7)8/!&(,EI�U767,$I\1$S(/!&(,E)-,$)-)-'�1$24/!&(U7/�i7U7.0 
'*)8H()-'�2V��1$2

friend
^£%�1<1 � ,$5�U�/�,EU7/YUó3�'*S#ST,$50,$2(/�I�U76�,$I��ji7U�.� ¡2(,$,$3z)/!1E.�50,$U7/!,EUó3�'�S#S#,$50,$2(/Y)-,$)-)-'*1$249<'*/!&�/!&(,EI*U767,$I�&V,<9EU72(/!)81$2

friend
�

U72V3�'*2('*/!'�U7/!,EUó.�1$2V2(,$.0/�'*1$24S#5�1$Fô/!&(U7/Y)-,$)-)-'*1$2�^
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2X¨KU7F � I*,<��©

friend$ telnet cray
Trying...
Connected to cray
Escape character is ’^]’.
Cray UNICOS (cray) (ttyp051)
login: jack 
Password: 

Active label set to : level0,none

Last successful login was : Tue May 22 13:45:04 from friend

                Welcome to the UNICOS 9.0 system
cray$ spget

 permits equal 00 
                none
 security level is 0
                level0
 maximum level is  0
                level0
 minimum level is  0
                level0
 authorized compartments are 0
                none
 active compartments are 00
                none
 integrity class is 0 
                class0
 maximum class is   0
                class0
 active categories are 00
                none
 authorized categories are 00
                 none
cray$ setulvl 1
sh:  cannot set security label: 1
cray$
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%�&(,<I*U767,$I\U7/Y9E&('*.0&�LK1$H4I*1$�>'�2 M /!&(,E3�,$STU7HVI�/!Q(.0U72467,EF41$3�'*ST'*,$3W'�SV/�&V,
.01$2(2(,$.0/!'*1$2�3�1$,$)82(1$/YHV)	,E?A2(/!,$502(,$/YZY501$/!1$.01$I�D�,$.0H(50'*/!L�B � /!'�1$2()M ?AZYD�BEQ(U72(3W'*S(/!&(,

NETW_STRICT_B1
.01$2(S#'*�KH(50U7/!'�1$2 � U750U7F4,$/!,$5CS#1$5/!&(,E.01$2(2(,$.0/!'�1$24'*)+2(1$/�)-,$/	^£õY1$5X,$¨KU7F � I�,$��'�S(LK1$HV5C3�,$S#U7H(I*/Y)-,$.0H(50'*/�LI*,$JK,$I�'*)8pó'�24/!&(,E;�ªE«§67H(/�/�&V,<= ¢¦O ,$2(/!50L>U7I�I*1$9E)+1$2(I*L�UóF4U7¨K'*F4H(F

U72V3�F4'*2('�F4H(Fô)-,$.0H(50'�/!L>I�,$JK,$I\1$S(�`S#1$5CLK1$HV5C50,$F41$/�,E2(1$3�,$�7Lj1$H
50,$.0,$'�Jj,<)-,$.0H(50'�/!L>I�,$Jj,$I��`U7)8LK1$H(5C3z,$STU7HVI�/�)	,$.0HV5�'*/!L�I*,$JK,$I!^�%�1E67,
U7I*I*1$9<,$3WU7.0.0,$)-)-�7/!&(,<;>ªE«§,$2(/!5�L>F4H()-/YU7I*I*1$9:/!&(,<I*U767,$I!^£B<2V,
,$¨K.0, � /!'*1$2�,$¨K'*)-/!)K^�?AS(/!&(,EI*1$�K'�24.01$2(S#'��KHV5�U�/�'*1$241 � /!'�1$2
deflbl_as_minlbl

'*)+2(1$/�)-,$/!�7/!&(,$24H()-,$50)+.0U724I*1$��'*24U7/�U`I*1$9E,$5
I*U767,$I�/!&(U�24/�&V,<3�,$S#U7H(I*/�I�U767,$I*�7'*S(/!&(,E3�,$S#U7H(I*/YI*U767,$I\'�)8&('*�K&(,$5X/�&VU724��^
¢ 2�1$HV/��j1$'�2(�

telnet
50,$ð7H(,$)-/�ST501$FñUó;>=�?A@XB<D�)-LK)-/!,$Fñ50,$ð7H('*50,$)

/!&(U7/YLj1$H(5CU7.0/!'�JK,E)-,$.0H(50'�/!L>I�,$JK,$I�U72V3�.01$F � U750/!F4,$2(/!)+F4H()-/Y67,<9E'*/�&V'�2/!&(,E5�U�2(�K,<1$S(I*,$JK,$I*)+U72V3�.01$F � U750/!F�,$2V/�)8U7)-)-'*�K2(,$3�/!1E/�&V,<= ¢¦O ,$2(/!50LS#1$5C/!&(,E50,$F�1$/!,E2(1$3�,E/�1E9<&V'�.0&4LK1$H4U750,</!50LK'*2(��/!1E.01$2(2(,$.0/!�7U72(3WF4H()-/
67,E9E'�/!&('*24/�&V,<50U72V�K,<1$SV/�&V,<2(,$/!9E1$50 v'*2(/!,$50S#U7.0,</!&(U7/�'*)+H()-,$3�^
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?A24,$¨KU7F � I*,?=7�ji�'�I*I�/!50'�,$)8/�1EI*1$��'*2(/!1 snoopŷ�ró,$5C.0H(5050,$2(/Y)-,$.0H(50'*/!LI*,$JK,$I�'*)+�óU72(3W&(,$5CU7.0/!'*JK,<.01$F � U750/!F4,$2(/Y'*) test ^£D�&(,E'*)+3�,$2('*,$3W/!&(,.01$2(2V,$.0/�'*1$24/!1
snoopy

��67,$.0U7H()-,
snoopy

3�1$,$)82(1$/Y&(U�JK,</!&(,
test.01$F � U750/!F4,$2(/YI*'�)-/!,$3�'*2�/!&(,<= ¢¦O ^

?A24,$¨KU7F � I*,?p7�ji7'*I*I�/!50'�,$)8/�1EI�1$�>'*2(/!1 friend ^£D�&(,E.0U724.�1$2V2(,$.0/Y/!1
friend

�767,$.0U7HV)	,E/!&(,E= ¢|O ,$2(/!50L�S#1$5
friend

)-H ��� 1$5�/!).01$F � U750/!F4,$2(/ test ^
2X¨KU7F � I*,?=�©

cray$ id
uid=1234(jill) gid=28(trng)
cray$ setucmp test
setucmp: New security label is
Level[0:level0] Compartments[test]
cray$ telnet snoopy
Trying 128.162.121.3...
telnet: Unable to connect to remote host: Security level outside host range
cray$

2X¨KU7F � I*,?p�©

cray$ id
uid=1234(jill) gid=28(trng)
cray$ telnet friend
Trying 234.6.12.4...
Connected to friend.
Escape character is ’^]’.

4.2 BSD UNIX (friend)

login:
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?A2(.01$F4'�2V��U72V3�1$HV/��K1$'*2(�
rlogin

50,$ð7H(,$)-/!)8U767'*3�,<6�L�/!&(,E)-U7F4,<50H(I*,$)
U7)

telnet
50,$ð7HV,$)-/�)K^

%�&(,$50,<U750,E/�9E1
rlogin

67,$&(U7JK'*1$50)-�79E'�/!&4/!&(,E.01$2(ST'*�KH(50U7/!'*1$2
� U750U7F4,$/!,$5 NETW_RCMD_COMPAT '�24/!&(, SECURE_NET_OPTIONS.01$2(S#'��jH(50U7/!'�1$24,$2(/!50L>)	,$50JK'*2(�>U7)8U`/!1$�K�KI*,E67,$/!9<,$,$24/!&(,$F ^ ¤ &V,$2�Lj1$H
)-,$/

NETW_RCMD_COMPAT
�
.rhosts

U72(3
/etc/host.equiv� 501$JK'*3�,</!&(,E2(1$50F�U�ID- Ð + S#H(2(.0/!'�1$2(U�I�'*/!Lö^£?AS('*/Y'*)+2(1$/�)-,$/!� .rhostsU72V3

/etc/hosts.equiv
9E1$50 v'*2450,$)-/�50'*.0/�,$3WS#U7)-&('*1$2�^£õY1$5C/!&(,

r.01$F4F4U72(3�)+/!1E9<1$50 ¡9E'�/!&(1$H(/�U � U�)-)	9E1$503��7/!&(,EST1$I*I*1$9<'*2(�>F�HV)-/Y67,/!50H(,�©

•
%�&(,E&(1$)-/Y'*)+I*'*)	/!,$3W'*2�/!&(,

/etc/hosts.equiv
U72(3

.rhostsS#'*I�,$)K^

•
%�&(,<50,$F41$/!,<HV)-,$5 È + '*)+/!&(,E)-U7F4,<U7)8/!&(,EI�1$.0U7I\H()-,$5 È + M /!&(,

-l1 � /�'*1$243�1$,$)+2V1$/Y9<1$50 �QA^

•
%�&(,EH()-,$5C'*)82(1$/

root
^

?A24,$¨KU7F � I*,�� M ST1$I*I*1$9<'*2(�KQ#�ji7U7.0 ¡&(U7)8.050,$U7/!,$3�U .rhosts S#'*I�,E1$2
cray

/!&(U7/YU7I*I*1$9<)8U724U7H(/!1$F4U7/!'�.XI�1$�K'*24ST1$51i7U7.0 ¡ST501$F
friend

��U72(3
/!&(,<)-LK)-/!,$FñU73zF�'*2('*)-/!5�U�/�1$5X&(U7)+U73�3z,$3

friend
/!1</!&(,

hosts.equiv
S#'�I*,�^£%Y&V,<.01$2(2(,$.0/!'*1$24ST501$F

friend
/�1
cray

H()-,$)
@X?�Z�D�BE�7)-1?i7U�.� \ï )850U72(�K,<'*)85�,$)-/!50'*.0/�,$3W/!1<Uó)-'*2(�KI*,<I*U767,$I M I*,$JK,$I��7�72(1
.01$F � U750/!F�,$2V/�)-Q#�79E&('*.0&�'*)89<&(U�/Ii7U7.0 ¡&(U73W1$2 friend 67,$S#1$50,E&(,)-/!U750/!,$3�/!&(,E)-,$)-)-'�1$241$2

craŷ
£%Y&(,EU7.0/!H(U7I�)-,$.0H(50'*/�L>I*U767,$I�JjU7I�HV,$)+1$2

friend
U750,E/!5�U�2()-I�U�/�,$3W1$24/!&(,

cray
'�2V/�1E;�=>?A@CBED NíO DG)-,$.0H(50'*/!L

I*U767,$I�JKU�I�H(,$)867L>/!U7 �'*2(��JKU�I�HV,$)+S#5�1$Fô/!&(,<ªE1$F4U7'*2�BES(?A2(/!,$5 � 50,$/!U7/�'*1$2M ª<BE?AQ(/!5�U�2()-I�U�/�,E/!U767I*,</!&(U7/YU�5�,EU ��� 501 � 50'*U7/!,<S#1$5 friend ^
@BADCFE�G¦%Y&V,<= ¢¦O � U750U7F4,$/!,$5C1$SV.�I*U7)-)8F�HV)-/Y67,E@C�ó1$5C&('*�K&(,$5C/!1,$2(U�67I�,EU7H(/!1$F4U7/!'�.XI�1$�K'*2(�

r
.01$F4F4U72(3�)-�750,$F41$/!, � 50'*2(/!'�2(�>67LH()-'*2(�

lpd
�7U72(3W=�õ�DG.0I*'*,$2(/!)�^

?A24,$¨KU7F � I�,E�7�ji�U7.0 v&VU7)+.050,$U7/!,$3WU .rhosts S#'*I�,E1$2 snoopy /!&(U7/U7I*I*1$9<)8U724U7H(/!1$F4U7/!'�.XI�1$�K'*24ST1$5
jack

S#501$F
craŷ

�r`1$9E,$JK,$5 �ji�U7.0 �ï )
U7.0/!'*JK,<)-,$.�HV50'�/!L�.01$F � U750/!F�,$2V/ M testQ('*)+2V1$/Y)-H ��� 1$50/!,$3W'�24/!&(,<= ¢|O,$2(/!50L>ST1$5

snoopy
1$24/!&(,

cray
&(1$)-/-^

÷ 	�� rlogin �
��cqc �����À�Á��$Á�S
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2X¨KU7F � I*,��7©

friend$ rlogin cray
Last successful login was : Tue May 22 14:12:38 from snoopy

               Welcome to the UNICOS 9.0 system

cray$ spget

 permits equal 00
                 none
 security level is 0
                 level0
 maximum level is  0
                 level0
 minimum level is  0
                 level0
 authorized compartments are 000
                 none
 active compartments are 00
                 none
 integrity class is 0
                 class0
 maximum class is   0
                 class0
 active categories are 00
                 none
 authorized categories are 00
                 none

2X¨KU7F � I*,�©��

cray$ id
uid=2345 (jack) gid=28(trng)
cray$ setucmp test
setucmp: New security label is
Level[0:level0] Compartments[test]
cray$ rlogin snoopy
snoopy.cray.com: Security level outside host range
cray$
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BEH(/!�K1$'�2V�
remsh

50,$ð7H(,$)-/!)+,$¨K,$.0H(/!,E/�&V,<)-U7F4,EU7)+1$HV/��K1$'*2(�
telnet1$5

rlogin
50,$ð7H(,$)-/!)K^ òY1$HV5C)-,$.0H(50'�/!L>I*U767,$I�F4H()-/Y6�,<9E'�/!&('*24/!&(,

671$HV2(3�U750L>1$S(/!&(,E&(1$)-/!ï )+)-,$.0H(50'*/�L>50U72(�K,$�7U�)+3�,$S#'*2(,$3W'�24/!&(,E= ¢|O U72(3
/!&(,E'�2V/�,$50S#U7.0,E5�U�2(�K,�^
?A24,$¨KU7F � I�,W���ji7'*I�I\/�50'*,$)+/!1E,$¨K,$.�HV/�,E/!&(, remsh .01$F4F4U72(3W/�1
snoopŷ

£D�&V,<'*)+3�,$2V'�,$3WU7.0.0,$)-)+6�,$.�U�H()-,</!&(,E= ¢¦O ,$2(/!50L�S#1$5
snoopy3�1$,$)82(1$/Y&VU7JK,E/�&V,

test
.01$F � U�5�/!F4,$2(/-^

?A24,$¨KU7F � I�,E�7�ji7'*I�I\/�50'*,$)+/!1E,$¨K,$.�HV/�,E/!&(, remsh .01$F4F4U72(3W/�1
friend

^�DR&(,E'�)8�K50U72(/!,$3WU7.0.�,$)-)867,$.0U7H()-,E/!&(,<= ¢¦O ,$2V/�50L>S#1$5
friend

)-H ��� 1$5�/!)8/�&V, test .�1$F � U�5�/!F4,$2(/YU�2(3�&(,$5 .rhosts ST'*I*,1$2
friend

�j5�U�2(/!)+&(,$5XU7.0.0,$)-)K^
2X¨KU7F � I�,���©

cray$ id
uid=1234(jill) gid=28(trng)
cray$ setucmp test
setucmp: New security label is
Level[0:level0] Compartments[test]
cray$ remsh snoopy ls
snoopy: Security level outside host range
$cray

2X¨KU7F � I�,<�R©

cray$ id
uid=1234(jill) gid=28(trng)
cray$ remsh friend ls
calendar       letter  pers    read    testfile
file           mbox    ows     roster  work
cray$

÷ 	�� remsh �
�Qcdc �I���À�Á��$Á�U
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¤ &V,$24/�50U72V)-ST,$5050'*2(��.0I*U7)-)-'*ST'*,$3WST'*I�,$)867,$/!9<,$,$24Uó;>=�?A@CBED NPO D
)-LK)-/!,$FôU72(3WU`50,$F41$/!,<2V1$3�,$�7LK1$H4)-&(1$H(I*3WH()-,</!&(,

ftp
.01$F�F4U72V3�^�?AS

LK1$H4HV)-,</!&(,
ftp

.01$F4F�U72V3�S#501$Fñ/!&(,<50,$F41$/!,<2V1$3�,<U72(3WU750,E2(1$/
50H(2V2('*2(�>9<'*/!&�?AZ�D�B<��LK1$H4.0U724/�50U72V)-ST,$5XST'*I*,$)+1$2VI�L>U7/�/�&V,<3z,$STU7HVI�/
)-,$.0H(50'*/!L�I*U767,$I�U�)-)	'*�K2(,$3W/!1<Lj1$H�U7/�I�1$�K'*2�^£=>1<F4,$.0&(U72('*)-Fñ,$¨K'*)-/!)+S#1$5
.0&(U�2(�K'*2(�>LK1$H(5C)-,$.0H(50'*/!L�I*U767,$I\9<'*/!&('*2

ftp
^�r`1$9E,$JK,$5 �7/!&(,<U7.0/!'*JK,

I*U767,$I\9<&V,$2�)-/!U750/!'*2(�>U72
ftp

)-,$)-)-'�1$24'*)+/!&(,EI*U767,$I�S#1$5X/�&V,
ftp)-,$)-)-'*1$2�^

¤ &V,$2�LK1$H4&(U7JK,EI*1$�K�K,$3�'*2(/!1ELK1$H(5C;>=�?A@XB<D NPO D�)-LK)-/!,$F���)	,$/�LK1$H(5
U�.�/!'*JK,<)-,$.0H(50'*/!L�I*U767,$I�/!1E/!&(U7/Y1$S(/!&(,ES#'�I*,<Lj1$H�9EU72(/�/�1E/!50U72()-ST,$5 ��/!&(,$2
,$¨K,$.0HV/�,E/!&(,

ftp
.01$F4F�U�2(3�^�?AS(/!&(,E50,$F�1$/!,E2(1$3�,E)	H ��� 1$50/!)+LK1$H(5)-,$.0H(50'*/!L�I*U767,$I*�7LK1$H4.0U724/!5�U�2()-ST,$5X/!&(,<S#'*I�,�^£õ�'�I*,$)+/!&(U�/YU750,

/!50U72()-S#,$5050,$3�/!1</!&(,E;�=>?A@CBED NíO DG)-LK)-/!,$FñU�5�,EI�U�67,$I�,$3W9<'*/!&4/�&V,
U�.�/!'*JK,<)-,$.0H(50'*/!L�I*U767,$I�1$SV/�&V,

ftp
)-,$)-)-'�1$2Ý^ ¢ I*)-1$�7LK1$H4F4H()-/Y6�,<'*24U

3z'�50,$.0/!1$50L�/!&(U7/Y.0U724U7.0.�1$F4F41$3�U7/!,<UóS#'�I*,<.050,$U7/!,$3�U7/Y/!&(U�/YI�U�67,$I�^
%�&(,EST1$I*I�1$9E'*2(�>/�&V5�,$,E,$¨KU7F � I*,$)+'*I*I�H()-/!50U7/!,EH()-,<1$S(/!&(, ftp .01$F4F4U72(3�^

÷ 	�� ftp �
��cqc �����À�Á��$Á�s
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?A24,$¨KU7F � I*,����ti7'�I*I�9EU72(/!)+/!1E/�50U72V)-ST,$5X/�&V,<S#'�I*,E.�U�I�I*,$3 testdataS#501$F
cray

/!1
snoopŷ testdata

&VU7)+Uó)-,$.0H(50'*/�L>I*,$JK,$I�1$S��£U72V3
/!&(,

test
.01$F � U750/!F4,$2(/-^ki7'*I�I�U�3F'�H()-/!)8&(,$5C)-,$.0H(50'�/!L>I�,$JK,$I�U�2(3.01$F � U750/!F�,$2V/Y)-,$/�/!'*2(�K)+/!1<F4U7/!.0&�/!&(,EST'*I*,$ï )8)-,$.�HV5�'*/!L�I*,$JK,$I�U72V3.01$F � U750/!F�,$2V/�)K^£D�&(,E/!&(,$24,$¨K,$.0H(/!,$)+/!&(, ftp .01$F4F4U72(3��76�H(/Y)-&(,E'*)3�,$2('*,$3WU7.0.0,$)-)+67,$.0U7H()-,E/!&(,E= ¢|O ,$2(/!5�L>S#1$5

snoopy
3�1$,$)82(1$/

)-H ��� 1$5�/�/�&V, test .01$F � U750/!F4,$2(/-^
2X¨KU7F � I�,���©

cray$ spget –f testdata
 Security Values for: testdata
          level:   1
                 level1
 compartments:   010
                 test
          class:   0
                class0
    categories:   0
                none
          flags:   0
                none
cray$ setulvl 1
setulvl: New security label is
Level[1:level1] Compartments[none]
cray$ setucmp test
setucmp: New security label is
Level[1:level1] Compartments[test]
cray$ ftp snoopy
ftp: connect: Security level outside host range
ftp> quit
cray$
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?A24,$¨KU7F � I*,E�7�ji7'*I�I�/!50U72()-S#,$50)+/!&(,ES#'�I*,</!1 friend ^£%�&(,</!50U72()-S#,$5X'�))-HV.�.0,$)-)-S#H(I�67,$.0U7HV)-,</!&(,E= ¢¦O ,$2(/!50L>S#1$5
friend

)-H ��� 1$5�/!)8&(,$5)-,$.0H(50'*/!L�I*U767,$I!^
2X¨KU7F � I*,<��©

cray$ ftp friend
Connected to friend
220 friend FTP server (Version 4.15 Sat Nov 7 15:24:41 PST 1987)
ready.
Name (friend:jill):
331 Password required for jill.
Password: 230 User jill logged in.
ftp> put testdata
200 PORT command okay.
150 Opening data connection for testdata (234.6.12.4,1035).
226 Transfer complete.
16 bytes sent in 0.022 seconds (0.71 Kbytes/s)
ftp> quit
221 Goodbye.
cray$
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?A24,$¨KU7F � I*,?=7�ti7'�I*I�/!50U72()-S#,$50)+UóST'*I*,</!1 cray S#501$F friend
^�õY'*50)-/!�

)-&(,E.0&(U72(�K,$)8/!1<Uó3�'*50,$.0/�1$50L>9E&(,$50,<)-&(,E.0U724.050,$U7/�,EUóS#'�I*,<9E'*/�&4U
)-,$.0H(50'*/�L>I*,$JK,$I�1$S��£U72(3

test
.�1$F � U750/!F4,$2(/-^�%�&(,</!50U72()-S#,$5C'*))-H(.0.0,$)-)-STHVI�67,$.0U7H()-,E/!&(,E= ¢|O ,$2(/!50L>ST1$5

friend
)-H ��� 1$50/!)+&V,$5)-,$.0H(50'*/�L>I*U767,$I�U72(3W/!&(,EST'*I*,<.0U72467,E.�50,$U7/!,$3W'�24&(,$5X.0H(5050,$2(/Y3�'*50,$.0/�1$50L$^
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2X¨KU7F � I*,?=�©

cray$ cd lev_1_comp_test–dir
cray$ spget –f .
Security Values for: .
         level:   1
                level1
  compartments:   010
                test
         class:   0
                class0
    categories:   0
                none
         flags:   0
                none
cray$ ftp friend
Connected to friend
220 friend FTP server (Version 4.15 Sat Nov 7 15:24:41 PST 1987)
ready.
Name (friend:jill): jill
331 Password required for jill.
Password:
230 User jill logged in.
ftp> get friend.file
200 PORT command okay.
150 ASCII data connection for friend.file(128.162.82.15,1187
226 ASCII Transfer complete.
56821  bytes received in 0.58 seconds (96 Kbytes/s)
ftp> quit
211 Goodbye.
cray$ spget –f friend.file
Security Values for: friend.file
         level:   1
                level1
  compartments:   010
                test
         class:   0
                class0
    categories:   0
                none
         flags:   0
                none
cray$
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BE24U`;>=>?�@XB<D NPO D�)-LK)-/!,$F4�7U7I*I�ST'*I*,$)+)-,$2(/�1$5C50,$.0,$'�JK,$3W9E&(,$2
,$¨K,$.0H(/!'*2(�>/�&V,

rcp
.01$F�F4U72(3WU750,<U�.�.0,$)-)-,$3WU7/YLK1$H(5CU�.�/!'*JK,<)-,$.0H(50'*/!L

I*U767,$I!^£B<H(/!�K1$'*2(�
rcp

5�,$ð�H(,$)-/!)+.0U724.01 � L�S#'*I�,$)8/!1<1$5XST501$Fñ/!&(,
50,$F41$/!,<2(1$3�,�^£%Y&(,E= ¢|O ,$2(/!5�L>S#1$5C/!&(,<50,$F41$/!,<2(1$3�,EF4H()-/
U7.0.01$F4F41$3�U7/!,</!&('*)+)-,$.0H(50'*/�L>I*U767,$I!^ ¢ 2VL�S#'�I*,E/�&VU7/Y'*)+.050,$U7/!,$3�'*24/�&V'�)
F4U72(2V,$5C'*)+I*U767,$I*,$3�9E'�/!&4LK1$H(5XU7.0/�'*JK,E)-,$.�HV5�'*/!L�I*U767,$I!^

%�&(,<S#1$I*I�1$9E'*2(�>)	HV67)-,$.0/�'*1$2()83�,$)-.050'�67,E/!&(,E,$STS#,$.0/Y1$SV)-,$.�HV5�'*/!L>I�U76�,$I�)81$2
)-,$2(3�'*2(�>U72(3W50,$.�,$'*JK'*2(�>,$I�,$.0/!501$2('�.XF4U7'�I!^
%�1E67,$.01$F�,ES#U7F4'�I*'�U�5C9E'�/!&4)-,$.0H(50'�/!L>.01$2(.0, � /!)+'*2�/!&('*)8)	HV67)-,$.0/�'*1$2(�7)-,$,/!&(,`_Ya>b�cCdEePfhgjiTkml#iTn0o�n0i(e�n�p�gKq0l#k r�t#f¡u+e�w(x8n0y�k{gjq�n|_+}0n0q�~ }|�EgKlT�Vn-�
� H(6�I�'*.0U7/!'�1$24D��E�7���$�$�7^£õ�1$5C'*2(S#1$5�F4U7/!'*1$24U7671$H(/�&(1$9:/!1EH()-,</!&(,
mail

U72(3
mailx

HV/�'*I*'�/!'*,$)-�7)-,$,E)-H(67)-,$.0/�'*1$24��^ ��� � U7�K,Ya7��^
N U7'*I�'*)+)-,$2(/�671$/!&�I*1$.0U7I*I�L>U72(3WU7.0501$)-)+/!&(,E2(,$/!9<1$50 �^�õ�5�1$FôUóH()-,$5
� ,$50) � ,$.0/!'�Jj,$�7F�U�'�I�)-,$2(/�U7.0501$)	)8/!&(,<2(,$/!9E1$50 v'*)+/!&(,E)-U7F4,<U7)8F4U7'�I)-,$2(/YI*1$.0U7I*I�L$^£?A24/�&V,<,$¨KU7F � I*,$)8'�24/!&('*)+)-HV67)-,$.0/�'*1$2(�72V13�'*S#ST,$50,$2(/!'*U7/!'�1$24'*)+F4U73�,E67,$/!9E,$,$2�/!&(,E/!9<1�^£DRH(67)-,$.0/�'*1$2`_�^ =�^ �R^ =ó1$2
� U7�j,��$��aó3�,$)-.05�'*67,$)89<&VU7/Y&(U �z� ,$2()+/!1E)-,$.0H(50'�/!L>I�U�67,$I�)81$24F�U�'�I3�,$I*'*JK,$5�,$3W1$JK,$5CUó2(,$/!9<1$50 Y^
%�1E'�I*I�HV)-/�50U7/!,E&(1$9:,$I*,$.�/!501$2('*.CF4U7'*I�9E1$5� \)+9E'�/!&4)-LK)-/�,$F4)8&(U7JK'*2(�
)-,$.0H(50'*/�L>I*U767,$I*)-�7/�&V'�)8)-H(67)-,$.0/!'�1$2467,$�K'*2()+9E'*/�&4/!&(,E)-'�F � I*,$)-/Y,$¨KU7F � I*,1$SVH()-'�2V�

mail
M �öQ(U72(3

mailx
M ��QA^£D�H(67)-,$ð7HV,$2(/Y,$¨KU�F � I�,$)867,$.01$F4,F41$50,<.01$F � I*,$¨K�7U72(3W3�,$)-.05�'*67,E&(1$9:I*U767,$I*'�2(�>U72(3W3�,$I*'�JK,$50L>1$S

F4,$)-)-U7�K,$)8'�)8U7S#ST,$.0/!,$3�9E&(,$24/!&(,E)-,$.�HV50'�/!L>I�U76�,$I�1$24/�&V,<F4U7'*I�)-,$2(/�/�1
LK1$H4'*)+3�'*STS#,$50,$2(/YS#501$FñLK1$HV5CU7.0/!'�JK,E)-,$.0H(50'�/!L>I�U�67,$I�^

?A24/�&V,<)-'*F � I�,$)-/�,$¨KU7F � I�,$�7U�I�I�HV)-,$5�)81$24/�&V,<)-LK)-/!,$FñU72(3WU7I*I�2(,$/!9E1$50 
.01$2(2(,$.0/!'*1$2()+/!1E/�&V,<)-LK)-/!,$Fñ&(U�JK,</!&(,E)-U7F4,<)-,$.0H(50'*/�L>I*U767,$I!^
%�&(,$50,$ST1$50,$�7U7I*I�F4U7'*I�'*)+)-,$2(/�U7/Y/!&(U7/�I�U�67,$I�^£BE24/�&V'�)8)-LK)-/�,$F4�7LK1$H4.0U72
U7I*9EU7LK)+50,$U73WF4U7'*I & LK1$H�.0U724U7I*9EU7LK)+S#1$509<U�5�3WF4U7'*I & U72(3WLK1$H4.0U72U7I*9EU7LK)+50,$.0,$'�JK,ES#1$5�9EU7503�,$3WF�U�'�I!^k2X3�'*/�'*2(�K�7)-U7JK'*2(�K�7U72V3�3�,$I*,$/!'�2V�
F4U7'*I�S#1$I�I*1$9<)8/!&(,EF�U72V3�U7/!1$50L�U7.0.0,$)-)8.�1$2V/�501$I M#N¡¢ @XQ(50H(I*,$)+S#1$5
)-,$.0H(50'*/�L>I*U767,$I*)+U72(3W3�'*)-.050,$/�'*1$2(U750L>U7.0.0,$)-)+.01$2(/!501$I M ª ¢ @CQ
.01$2()-'*3�,$50U7/!'�1$2V)�^

÷ 	�� rcp �
�Qcdc �I���À�Á��$Á�u

vTw!wö¶ ½ ·G¹?wv¿R¶ ½ V¡»Ix�·
y
¾z[Y{`¶X¾0¿h¹E´
¶+¾0¶ ½ ·j»Æ¹E´Jx ½ XZ[Yx-¾
À�Á�#

| � ��� � �  ����� ���
�%��}j� �  
� �I" ���� � ��~��	��~� � cd�À�Á�#$ÁTÂ
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%�&(,E2(,$¨K/Y,$¨KU7F � I*,<3z,$)-.�50'*67,$)+)-,$2V3�'�2V��U72V3�50,$.0,$'*JK'�2V��F4U7'*I�9<&V,$2�U�I�I)-,$.0H(50'*/!L�I*U767,$I*)8U750,<2(1$/�/!&(,<)-U7F4,�^£?A24/�&V'�)8,$¨KU7F � I*,$�7U7I*I�H()-,$50)+1$2/!&(,E)-LK)-/!,$Fñ.0U724&(U7JK,E1$2(,E1$S(/!9<1E)-,$.0H(50'�/!L>I*U767,$I*)	��I�U76�,$I ¢ 1$5CI*U767,$I
«|^ O U767,$I ¢ &VU7)+UóI*,$JK,$I�1$S(�óU72(3WUó2(H(I*I�.01$F � U750/!F�,$2V/Y)-,$/-^ O U767,$I�«&VU7)+UóI*,$JK,$I�1$S��£U72(3WUó2(H(I*I�.01$F � U750/!F�,$2V/Y)-,$/-^ M�¢ I*I�,$¨KU�F � I*,$)8&(U7JK,/!&(,E2(H(I*I�.01$F � U750/!F�,$2V/Y)-,$/Y/!1<)-'*F � I�'*S#L�H(2V3�,$50)	/!U72V3�'�2V�(^�%Y&V,<)-U7F4,50H(I*,$)8U ��� I*L�/!1<I*U767,$I*)8&(U7JK'*2(��.01$F � U750/!F4,$2(/Y)-,$/!)+/!&(U�/YU750,<2V1$/Y2(H(I*I!^ Q

¤ &V,$2�)-1$F4,$1$2(,EI�1$�K)8'*2�/!1EU`;>=>?�@XB<D NPO D�)-LK)-/!,$FñU7/�I�U76�,$I ¢ U72(3
)-,$2V3�)+F4U7'*I��7/!&(,EF4U7'�I�'*)+3z,$I�'*JK,$50,$3�/!1ELK1$H(5CF4U7'*I�6�1$¨�U7/YI*U767,$I ¢ ^
O '� \,$9<'*)-,$�79<&V,$2�Uó)-,$2(3�,$5XI�1$�K)8'*2�/!1EU`;>=>?�@XB<D NPO D�)-LK)-/!,$FñU7/
I*U767,$I\« U�2(3�)-,$2V3�)+F4U7'*I��7/!&(,EF4U7'*I�'�)83�,$I*'�JK,$50,$3WU7/YI*U767,$I�«|^�DRH ��� 1$)-,/!&(U�/YF4U7'*I�F�,$)-)-U7�j,$)+U7/�,$U7.0&�I*U767,$I�9E,$50,<)-,$2V/Y/!1<LK1$H�^
?A24/!&('*)+.0U7)-,$��9<&(,$24LK1$H4I*1$�>'�24U7/�I�U�67,$I ¢ ��/!&(,<S#1$I*I�1$9E'*2(�>F�,$)-)-U7�K,E'*)
3z'�) � I*U7LK,$3�©

You have unreadable mail at label 1/0.

%�&('*)+F4,$U72()8/!&(U7/YF4U7'*I�9E'�/!&4U`I*,$JK,$I�1$SÝ��U72V3�Uó2(H(I*I�.01$F � U750/!F4,$2(/)-,$/!�7/!&(U7/�'�)-�7F4U7'*I�U7/YI*U767,$I�«X�79<U�)+3�,$I*'�JK,$50,$3W/!1<LK1$H�^
?AS(Lj1$H�,$¨K,$.0HV/�,

mail
M ��Q(1$5

mailx
M �öQT�7Uó)-'*F�'*I*U75CF4,$)-)-U7�K,EU ��� ,$U750)-�U�2(3WLK1$H�.0U72450,$U73W/!&(,<F4U7'*I�)-,$2(/�U7/YI*U767,$I ¢ ^£?�SVLK1$H(5C)-U7Jj,$3�F4U7'*I

3z'�50,$.0/!1$50L�'*)+U7/�I�U76�,$I ¢ �7LK1$H4.0U724)	U�JK,$�7,$3�'*/��73z,$I�,$/!,$�7U72(3WS#1$5�9EU7503W/�&V,
F4U7'*I�U7/�I*U767,$I ¢ U7)8H()-H(U�I�^
%�1E50,$U73W/�&V,<F4U7'*I�)-,$2(/YU�/YI*U767,$I�«X�7LK1$H4F�HV)	/�.0&(U72(�K,ELK1$H(5X)	,$.0HV5�'*/!L
I*U767,$I\/�1EI�U�67,$I�«¦^£=>1$/�,E/!&(U7/Y/!&(,

 unreadable mail 
F4,$)-)-U7�K,<9E'*I�I

2V1<I*1$2(�K,$5C6�,<3�'*) � I*U7LK,$3��7)-'*2(.0,<LK1$HV5CI*U767,$I�2(1$9×3�1$F�'*2(U7/!,$)8U7I*I�F4U7'�I
I*U767,$I*)K^
«X,$.0U7H()-,ELK1$H�U�5�,EU7/YI*U767,$I\«C�7LK1$H4.0U72(2(1$/�3�,$I*,$/�,E/!&(,EF�U7'*I�U�/YI*U767,$I ¢ ^
?ASVLK1$H4U750,EH()-'�2V�

mail
M ��Q(U72V3�/!50L�/!1E3�,$I�,$/!,E/�&V,<F4U7'*I��7/!&(,EF4U7'�I

)-'*F � I*L�)-/!U7LK)K^£?AS(LK1$H4U750,EH()-'�2V� mailxM ��QT��U`F4,$)-)-U7�K,E'�)83�'*) � I�U�LK,$3)-/!U7/!'*2(��/!&(U�/Y/!&(,<F4U7'*I�LK1$H4U750,</!50LK'�2V��/!1<3�,$I*,$/!,<'*)+50,$U73Q�#1$2(I*L$^ÝòY1$H
F4H()-/�I�1$�>1$H(/YU�2(3�I*1$�>67U7.0 v'*24U7/YI*U767,$I ¢ '*241$503�,$5C/!1<3�,$I*,$/!,</!&(,
F4U7'*I!^
?AS(LK1$H4U750,EI�1$�K�K,$3W1$24U7/YI*U767,$I�«X�767H(/YLj1$H(5C)-U7JK,$3WF4U7'*I�3�'�50,$.0/!1$50L�'*)
U�/YI*U767,$I ¢ �7Lj1$H�.0U72(2V1$/Y)-U7JK,E,$'�/!&(,$5XF�,$)-)-U7�j,<'*2�/!&(U�/Y3�'*5�,$.0/!1$50L$^£?�2
1$503�,$5C/!1<9E50'�/!,</!1</!&(U7/Y3�'*50,$.0/�1$50L³�7LK1$H4F4H()-/Y67,EU7/�I�U76�,$I ¢ ^ÝòY1$H4.0U72
)-U�JK,<,$'*/!&(,$5CF4,$)-)-U7�K,E'�24UóST'*I*,<1$5XU`3�'*50,$.0/!1$5�L>&(U7Jj'�2(�>I*U767,$I�«|^
;>=>?�@XB<D NPO D�3�1$,$)8U7I�I*1$9:F4U7'*I�/!1<67,<)-U�JK,$3�'*2�Uó)-'*2(�KI*,<3�'*50,$.�/!1$50L
U�/YF41$50,</!&(U7241$2(,EI*U767,$I�'*S(/!&(,E3�'�50,$.0/!1$50L�/!1E9<&('*.0&4LK1$H4)-U7JK,<'*)+U
F4H(I*/!'*I�,$JK,$I�3�'*5�,$.0/!1$50L MTNPO ª<QA^

| � � ��c � ����� �I" �� � �����(���
�(��Qc���	��~� ��" ������,��	��
�%��
���}j��À�Á�#$Á��

�>n0p0n0lTo�l#�K�4�4y�l#i(y�k����$k]�
i#yQ�7n0i��:y��(�4i#yQ�7n0i��
À�Á�#$Á���ÁTÂ
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?AS(LK1$H4S#1$509<U7503WUóF�,$)-)-U7�K,E1$5C50, � I*L>/�1E1$2(,$�7/!&(,EF4,$)-)-U7�K,<'*)+)-,$2V/YU7/LK1$H(5X.0H(5050,$2(/!I�L>U7.0/!'�JK,EI*U767,$I���9<&('*.0&4'�24/!&('*)+,$¨KU7F � I*,E'�)8I�U�67,$I�«¦^
2XJK,$2�/!&(1$HV�K&�LK1$H450,$.0,$'*JK,<UóS#1$5�9EU7503�,$3WF4U7'�I\F�,$)-)-U7�K,EU7/YI*U767,$I ¢ �
/!&(,EF�,$)-)-U7�K,E'*)+3�,$I*'�JK,$50,$3WU7/YI*U767,$I�«|^�%�1E �,$, � /�&V,<F4,$)-)-U7�K,EU7/YI*U767,$I¢ �7LK1$H4F�HV)-/YI*1$��1$H(/�U72(3W/!&(,$24I�1$�>'*24U7/YI*U767,$I ¢ ^�r`1$9E,$JK,$5 �7/!&(,
1 ��� 1$)-'*/!,<'*)+2V1$/ � 1$)-)-'*67I�,�^£?AS(LK1$H4U750,<U�/YI*U767,$I ¢ �7U72(3W50,$.�,$'*JK,EUF4,$)-)-U7�K,E9<'*/!&�I*U767,$I\«C�7LK1$H4F4H()-/YI*1$�>1$H(/YU72V3�I*1$�>67U7.0 v'*24U7/YI*U767,$I\«
'*2�1$503�,$5X/�1E50,$U73�'*/-^
D�,$,EõY'*�KH(50,Y=`S#1$5CU�2�'*I*I�HV)	/!50U7/!'*1$2�1$SV/�&V'�)8,$¨KU7F � I*,�^

Sender
at

label A

Sender
at

label B

Mail at
label A

Mail at
label B

Mail delivery
mechanism
(may cross
network)

Mail at
label A

Mail at
label B

Mail box
at label

A

Mail box
at label

B

Reader at
label A

Reader at
label B

Recipient
UDB label

range (A–B)

Reader
at

label A

Stored mail A Y

Read

Y

Edit/
delete

Label A

Reply/
forward

Label A

Save

N

Unreadable
message

N N N/A N/A Y

Reader
at

label B

Y

Read

N

Edit/
delete

Label B

Reply/
forward

Label B

Save

N

Unreadable
message

Y Y Label B Label B N

Stored mail B

Stored mail A

Stored mail B

õ�'��KHV5�,Y=�^£õYH(2V.�/!'*1$2()81$S(F4U7'�I\U7/Y3�'*S#ST,$50,$2(/�)-,$.�HV5�'*/!L>I�U76�,$I�)
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%�&(,E2(,$¨K/Y,$¨KU�F � I*,E'�2VJK1$I�JK,$)8S#1$H(5CI*U767,$I*)K©£I�U76�,$I�) ¢ �7«X�7@C��U72(3Wª�^O U767,$I ¢ '*)+U7/�I�,$JK,$I\�`9E'�/!&4Uó2(H(I*I�.01$F � U750/�F4,$2(/�)-,$/ & I*U767,$I�«§'*)+U�/I*,$JK,$IY�£9E'�/!&4U`2VH(I�I\.�1$F � U�5�/!F4,$2(/Y)-,$/ & I�U�67,$I�@§'*)+U7/YI*,$JK,$I>=ó9E'�/!&4U2VH(I�I\.01$F � U�5�/!F4,$2(/�)-,$/ & U�2(3�I*U767,$I\ª:'�)8U7/YI*,$JK,$I>pó9E'�/!&4Uó2(H(I*I
.01$F � U750/!F4,$2(/Æ)-,$/-^
%�&(,E)-,$2(3�,$5X.�U�2�I*1$�>'*2�U�/YU72VL�1$SV/�&V,<S#1$H(5XI�U�67,$I�)K^ÝòY1$H4.0U724I*1$�>'�2
1$2VI�L>U7/�I�U767,$I*)8«§U72(3W@¦^
%�&(,E)-,$2(3�,$5CI*1$�K)8'�24U7/�I�U�67,$I�) ¢ ��«C�7U72V3�ªE�7U72(3W)-,$2(3�)8F4U7'*I�U7/�,$U7.0&
I*U767,$I\/�1ELK1$H�^�2CU7.0&4F�U�'�I�F4,$)-)-U7�K,E'�)8/!5�,$U�/�,$3W3�'*STS#,$50,$2(/!I*L{�73�, � ,$2V3�'�2V�1$24'*/!)+I*U767,$I�U72V3�LK1$HV5CU7.0/!'�JK,E)-,$.0H(50'�/!L>I�U�67,$I�^
%�&(,EF�U�'�I�U�/YI*U767,$I ¢ '*)+1$H(/!)-'*3�,<Lj1$H(5CU7I*I*1$9<,$3W50U72(�K,E1$S(I*U767,$I*)K^
ró1$9E,$JK,$5 �7/!&(,<F4,$)-)-U7�K,E'�)83�1$F4'�2VU7/!,$3�6�L�I*U767,$I�«X�79<&V'�.0&4'*)+/!&(,
I*1$9E,$)-/YI*U767,$I�U7/�9<&V'�.0&4LK1$H4.0U724I�1$�>'*2�^£%Y&V,

sendmail
M ��Q

.01$F4F4U72(3��79E&('*.0&�F4U72(U7�j,$)+F4U7'�I�3z,$I�'*JK,$50L{�7U�H(/!1$F�U�/�'*.0U7I*I�L>.0&(U72(�K,$)
/!&(,EI*U767,$I�S#5�1$F ¢ /�1E«C�7LK1$HV5CI�1$9E,$)-/YI*,$JK,$I*�79<&('*.0&4'�)8F�1$50,E50,$)-/�50'*.0/�'*JK,
/!&(U�2�/!&(,EF4U7'*I�ï )+I*U767,$I ¢ ^£%Y&(,EF4U7'�I\'�)83�,$I�'*JK,$50,$3WU7/YI*U767,$I�«|^�%�&(H()-�
LK1$H4U750,EU7)-)-H(50,$3W1$S(50,$.0,$'�JK'*2(�>/!&(,<F4U7'*I!^
%�&('*)+I*U767,$I�.0&(U�2(�K,E/�1EI*U767,$I�«§U7I*)-1 � 50,$JK,$2(/!)+H()-,$5��T) � ,$.0'*ST'*,$3�F4U7'*I
� 5�1$�K50U7F4) M ) � ,$.0'*ST'*,$3W'�24LK1$H(5 .forward S#'*I�,E1$5C/!&(,E)-LK)-/�,$F aliasS#'*I�,$QVST501$Fô,$¨K,$.0H(/!'�2(�>1$24LK1$H(5X67,$&(U7I*S(1$HV/�)-'*3�,ELK1$H(5XI�U�67,$I�50U72(�K,�^
%�&(,EF�U7'*I�U7/�I�U�67,$I�«§'*)+9E'�/!&('*24LK1$H(5C50U72(�j,$�7U72(3W'�)83�,$I*'�JK,$50,$3WU7/
I*U767,$I\«¦^
%�&(,EF�U�'�I�U�/YI*U767,$I�ª:'*)8U7I�)-1E1$H(/!)-'*3�,<LK1$HV5CI*U767,$I�50U72(�K,$��67H(/Y'*24/!&('*)
.0U7)-,$�7Lj1$H(5CI*U767,$I�50U72V�K,<3�1$,$)82(1$/Y3z1$F�'*2(U7/!,E/!&(,<F4U7'*I�I*U767,$I!^�òY1$H49E'*I�I
2V,$JK,$5C67,EU767I*,</!1E5�,$U�3�1$5X3�,$I�,$/!,E/�&V,<F4,$)-)-U7�K,EU7)+Uó50,$)-H(I�/-^£%Y&(,EF4U7'*I
'*)85�,$/!H(502(,$3W/!1</!&(,E)-,$2(3�,$5C9E'*/�&4/!&(,E,$505�1$5XF4,$)	)-U��K,

 User
unknown

^£�C,$/!H(502('*2(��/!&(,EF4U7'*I�U7I*)-1<,$2()-H(50,$)8/!&(U7/Y/!&(, � 501$�K50U7FF4U7'*I*,$5C9E'�I*I�50H(241$2(I*L>9<'*/!&('*24LK1$H(5CI*U767,$I\5�U�2(�K,�^
õ�'��jH(50,?pó'�I*I*H()-/!5�U�/�,$)83�,$I�'*JK,$50L>1$S(F�U�'�I�U�/Y3�'*STS#,$50,$2(/YI*U767,$I*)+/!1<Lj1$H
9E&(,$24LK1$H4U750,EI�1$�K�K,$3W'*24U7/Y3z'�S#ST,$50,$2(/�I*U767,$I*)�^

fPy�l#iViTyQ��n�iVy��(�>r���gKqXi#yQ�7n0i
yzq�nXy�k�}0n0o�n0q0y�i(�(l��f��n0q0n0�(k
i#yQ�7n0i#}
À�Á�#$Á���Á��
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Mail delivery
mechanism
(may cross
network)

Mail box
B

Recipient
UDB label

range (B–C)

Sender at
label B

Sender at
label A

(Mail sent at label A)

(Mail sent at label B)

Y

Mail
delivered

B

Label at which
mail is delivered

Y B

N N/A

Mail sent at label A

Mail sent at label B

Mail sent at label D

Sender at
label D

Returned mail
at label D

õY'*�KH(50,?p�^£ªE,$I�'*JK,$50L�1$S(F4U7'*I�U7/�3�'�S#S#,$5�,$2V/YI*U767,$I*)+/!1<50,$.0' � '�,$2V/�)8U7/Y3�'*S#ST,$50,$2(/�I�U�67,$I�)

¤ &(,$243�,$I*'�Jj,$5�'*2(�>U7.0501$)-)+/!&(,E2(,$/!9<1$50 ���/�&V,<)-,$.0H(50'*/�L>I*U767,$I�1$S(/!&(,
'*2(.01$F4'�2(�>F4U7'*I�'*)+.0&(,$.0 �,$3WU7�KU7'*2()-/Y/!&(,E)-,$.0H(50'�/!L>I*U767,$I�50U72(�K,$)81$S(/!&(,
2(,$/!9E1$50 v'*2(/!,$50S#U7.0,<U72V3�/!&(,E2(,$/!9<1$50 ¡2(1$3z, M U7)8) � ,$.�'*S#'�,$3W'*24/�&V,= ¢¦O Q�^
¢ .01$2(2(,$.0/!'*1$24'�)8,$)-/�U�67I�'*)-&(,$3WU7.0501$)-)+/!&(,E2(,$/!9<1$50 ¡U7/�/!&(,<I*U767,$I\1$S(/!&(,
F4U7'*I�67,$'*2(�>)-,$2(/-^£%Y&('*)+.01$2(2V,$.�/!'*1$24STU�'�I*)+'*S(/!&(,EI*U767,$I�'*)+1$HV/�)-'*3�,E/!&(,
I*U767,$I�50U72V�K,<1$SV/�&V,<= ¢¦O 1$5X/!&(,<'*2(/!,$50S#U7.0,�^�?A24/!&('*)+.0U7)-,$�7/!&(,
50,$) � 1$2()-,E/�1E/!&(,<)-,$2V3�,$5C'*2(3�'*.�U�/�,$)8/!&(U7/Y/!&(,E50,$F�1$/!,E&(1$)-/Y.01$H(I*3�2V1$/67,E50,$U7.0&(,$3�^
õ�'��KH(50,E�ó'�I*I�HV)-/�50U7/!,$)8&(1$9:3�'*STS#,$50,$2(/Y)-,$.0H(50'*/!L�I*U767,$I*)+U�STS#,$.0/YF4U7'*I
3�,$I*'*JK,$5�L>U7.0501$)-)+Uó2(,$/!9<1$50 Y^

�Wn0iTl#o�n0q0lT�K�4�4y�l#i(y�p0q0�$}0}Ckm�(n
�(n0km�E�$q��
À�Á�#$Á���Á�#
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Sender at
label A

Mail at
label A

Mail processed as
though it was sent
locally at Label A

Connection
range A–B

Mail at
label C

Sender at
label C

Connection
refused;

mail returnedSystem label
range A–D

Sending host Receiving host

õY'*�KH(50,<��^ N U7'*I�3�,$I*'�JK,$50L>/!1<Uó)-LK)-/!,$Fñ9<'*/!&4U`3�'*S#ST,$50,$2(/�I�U76�,$I�50U72(�K,EU7/Y/!&(,E.�1$2V2(,$.0/�'*1$2


