Asking some questions...

Radio Frequency Identification

» Academics think security is a
straightforward problem
— JHUSI, MSSI program
— SSH, SSL, etc.

* But in the real world: how does security
get deployed?

» A great way to look at this is to examine
emerging technologies

* Limited computing devices
— ldentification, data storage, cryptography
» Contactless: Integrated RF transceiver
— Communicates with RFID reader via radio
protocol
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“Walmart” RFID Tags

» Simple RFID just broadcast an ID
— Simple, short/medium range RF protocol
— May include collision detection
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“Walmart” RFID Tags

» Severely limited devices

—Cost is dominating factor

—$.50 to <$.05 goal cost

—Dominates Moore’s law

—No privacy/security
protections




Privacy

+ Some researchers are worried about the
privacy implications
— RFID tags in your clothes, medicine, passport,
inside your body
— Can you be tracked?
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PERSONAL RFID SHIELD

But what about Security?

Example: Vehicle Immobilizer

Immobilizer System

An (RFID) chip in your key communicates with the
computer in your car

* RFID systems are also being deployed in
security-critical applications

— Payment systems e )

— Toll collection a '

— Vehicle anti-theft systems

Example: Vehicle Immobilizer

Defeating simple Immobilizers

How to clone a key:
1. Scan target key, get ID number.

Immobilizer System

Many (older) designs use simple RFID chips
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Defeating simple Immobilizers

How to clone a key:

1. Scan target’s key, get ID number.
2. Replay response to vehicle.

Cloned ID




Our Work
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Our Targets

+ EZ-Pass
+ ExxonMobil Speedpass (TI DST)

The E-ZPass System

» Tags interrogated by fixed readers
— Signal read at highway speeds

— Deliberately limited range within booths, but
can (possibly) extend to 100+ ft
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How to spend some grant money

Examine a few widely-deployed platforms
Reverse-engineer devices/protocols
— Overcome physical reader limitations

— Until we do that, we can’t even determine if
they have security built in

* Only problem is: we don’t know anything
about radios...
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E-ZPass

» High-speed toll collection
— Widely deployed
—Real $$
— Large read distance

— Reader, protocol not
available to the public
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E-ZPass Transponder

* Active (powered) transponder

— Frequency of Operation: 915/914MHz
— Data transmit rate: 300-500Kbps
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Anatomy of an E-ZPass

Receive Filters

Receiver

Battery Control Chip

Transmitter
Antenna

Transmit Filters

Johns Hopkins University

Information Security
Institute

Determining the Protocol

+ Bad news: Tags don’t do anything until
they’re activated.

* Good news: We have tags, a car, and
plenty of toll-booths!
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NO_CASH

NO CASH
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Software Radio Approach

» Snoop the toll-booth protocol using
software and commodity PC hardware

~900MHz RF Transaction

N

Transverter Software-tunable Radio ADC Board
(~900MHz -> ~40MHz) (0-60MHz) -> (<20Mhz)

E-ZPass Reader
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Franken-Pass Shortcut

» Tag already has antenna and transceiver
equipment, so let’s use it

ADC Board
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Franken-Pass

Field Test #1

Tx/Rx Lines

E-ZPass Reader
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* Location: Fort McHenry Tunnel Toll
booths, Baltimore Harbor
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Field Test #1

* Equipment list:
— Modified M-Tag
— PCI-DAS4020 DAC Card
— Shuttle XPC SG85
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The EZ-Pass Protocol
» Stage 2:

| 20 psec activation pulse

— ETBS

516 psec response (256 bits + CRC?2)
Manchester Encoded
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The EZ-Pass Protocol
» Stage 1:

| 20 psec activation pulse I '
- o BT
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Attacking EZ-Pass

» Plenty of power, plenty of read range...
. but no security in the tag
— Toll booth cameras
* No protection against tracking

— Anyone can activate the tag, potentially track
hundreds of cars

— Not so useful for us, though: FCC regs limit
activation power

— Doesn't affect “eavesdropping”
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The EZ-Pass Protocol
» Stage 3:

20 psec activation pulse

G ETTSS

———

516 psec response (256 bits + CRC)

OPTIONAL 256-bit write phase ...2
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Texas Instruments DST

Vehicle Immobilizers | ExxonMobil Speedpass
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Texas Instruments DST

» Operating Frequency: 134 KHz

* Power: Passive

+ Read range: ~1ft

+ Security: challenge/response protocol

— 40-bit challenge, 40-bit key,
24-bit response
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DST Immobilizers

Challenge/Response Immobilizer System

Uses random challenge and cryptography

40-bit
Key

Challenge=X
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DST-40 Operation

} 40-bit Challenge! /~

‘ : 40-bit Challenge, |

| 1 \ 40-bit Key |
DI — &
| 24bitseral i 40-bit Response |
' {(Truncated) 24-bit
i Challenge, | Response
Key l ;

Tag's :
Response !
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H = Encryption Algorithm
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What is (0| ?

» Tl Proprietary block cipher
— Available by NDA only

» Even with good cipher, 40-bit key is a
major weakness
— Brute force guessing
— Full precomputed key table ~5TB

* Problem is: we don’t know how the
algorithm!
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DST Immobilizers

Defeating a DST Immobilizer
1. Get response from original key.

Challenge:

-

1 Response:
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Finding out what is

Getting Started
* Purchase Tl micro-reader evaluation kit ($400).
— Reader, antenna.

— Bunch of DST tags.
— Lame software.

« Write a better interface.

— Lets us program in a key,
send in challenges.
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Security Analysis

Tricky security feature

Transponder Reader
General Read

— | Data (SIN, etc...) [ cre|—

Program Passcode
— Key (40-bit) [ cre]f—

— Uses a secret value to create CRC.
— All transponders share the same secret value.
— Guessed secret value with computer in <1 ms.
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DST Immobilizers

* Now we can:

* Program a 40-bit key (“secret code”)
into the DST

+ Send it a 40-bit challenge
» Read back the 24-bit response

Johns Hopkins University

Information Security
Institute

Security Analysis
Initial Experiments
Secret code Challenge Response
0x0000000000 0x0000000000 0x000000
0x2222222222 0x222222
0x5555555555 0x555555
0x7777777777 0x777777
0x8888888888 0x888888
OxAAAAAAAAAA OxAAAAAA
0xDDDDDDDDDD 0xDDDDDD
OxXFFFFFFFFFF OXFFFFFF
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Security Analysis
Initial Experiments
Secret code Challenge Response
0x0000000000 OXFFFFFFFFFF OXFFFFFF
OXFFFFFFF OxXFFFFFF D
OxXFFFFF F 0xFFFFFED

OxFFFF[TJFFFF OxFFFﬂ

OxFEE]FFFFFF OxFlTF—D]FF

OﬁFFFF‘FFFF O@FFFF
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Security Analysis
Initial Experiments
Secret code Challenge Response
0x0000000000 OXFFFFFFFFFF OXFFFFFF
OXFFFFFFF OxXFFFFFF
OxXFFFFF F OXFFFFFF

OxFFFF[TJFFFF OxFFFﬂ

OxFEE]FFFFFF OxFlTF—D]FF

OﬁFFFF‘FFFF O@FFFF
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400 clocks =» 10 rounds

LChallenge/ResponseReglstef
T T T T I T TLTITIT TTTT T T IITIT T IITTTT]

LT T -
b

e e E:}EL,

EEJL‘ @ :
Tl

ARRRAARAARRRANARRIRRAARNARRARAARRRRRR R

Encryption Key Register

400 / 3 clocks

2

Digital Signature DST40 Algorithm implementation

Information Security
Institute




Walking Backwards

Known initial 40-bit —-

challenge —
—
—
400 shifts later... |
/
/
Known 24-bit 1
signature ——
[~ —
[
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400 clocks =» 10 rounds

Walking Backwards

challenge
shifted chal

Guess next challenge

See if it yields next
signature ]

Repeat... I

signature|
shifted sib
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Digital Signature DST40 Algorithm implementation
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Single round output tests
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400 clocks =» 10 rounds

L lchallengemespmseReglstef l
T

EENEESEEEEEEEEEEEENEEEEEEEEEENENEEEEEE
LA LA L A R M M M M

]

? Routing

?

§ ) /3 clocks

D

Digital Signature DST40 Algorithm implementation

Information Security
Institute

400 clocks =» 10 rounds

N
<D

lchallengemespmseReglstef i ?

? Routing
Network

2222222222222 22

? ~Raing
Network
“% ) /3 clocks

Digital Signature DST40 Algorithm implementation

Information Security
Institute

400 clocks =» 10 rounds

—®

&
lchallengemespmseReglstef T

? Routing

Wi :51%5}5 T e

) /3 clocks

D

Digital Signature DST40 Algorithm implementation

Information Security
Institute

400 clocks =» 10 rounds

N
<D

L lchallengemespmseReglstef i

L—®

EENEENENENEEEEEEEEE NN NN EENENNNENEE

ARARRINRRAN AR |
BEERENENENEE

| BN
22222272 222222272
“‘ ‘ “||||||.____?L

~~Routing
LTI T DL LTI LT TITL LTI LT [T et

) /3 clocks

") —

D

Digital Signature DST40 Algorithm implementation
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Security Analysis

We have the cipher, what now?
* Make a software version.

+ Guess a secret key
— 40-bit secret keys are not very strong
« 1,099,511,627,776 possible secrets.
— Brute-force attack
« Send a Speedpass a challenge, record the response.
« Encrypt challenge with all possible secrets.
« Find which one produces the correct response.
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Security Analysis

How fast can you quess?

— Software is slow
« 200,000 encryptions / sec.
* On average, takes 31 days.

— Hardware is fast
«  Commercially available FPGA ($200).
* 16 million encryptions / sec.
« On average, takes 9 hours.
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Security Analysis

How fast can you guess?
— More FPGAs

* 16 x 16 million encryptions / sec.

* On average, takes 35 minutes.

»  More $$$ = Faster
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Security Analysis

How fast can you quess?

— Huge storage table
« RAID array storage system.
« 5,000 Gigabytes.
« Expensive ($10-15k).
* On average, takes < 1s.
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Security Analysis

How fast can you quess?

— Time/Memory Tradeoff
»  Best of both worlds.
« Inexpensive (<$1000).
* On average, takes < 1 minute.
*  Very portable.
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Real World Testing

Scanning a Victim (nttp:/rfidanalysis.orq)
Equipment: Tl evaluation kit, laptop
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Real World Testing

Extracting the secret passcodes
— 16 FPGAs, average time 35 min.
— Cracked Speedpasses and Immobilizer chips.
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“The Mobilizer”

Emulating a real transponder
Big, Bulky Prototype.

Small PC ($1000).

DAC Board ($1000).
UPS ($300).

Eval kit antenna ($50).
Custom software (Free).
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Real World Testing

Emulating a real transponder
A 1st Generation Device (not actually built).

FPAA ($200).
FPGA ($200).
Homemade Antenna ($0).

Real World Testing

Field Tests: (http://rfidanalysis.org)
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More practical attacks

Making this easier.

A device that does everything for you...

Speedpass

Making this easier.

Copied tag can be used anywhere.
Charges directly to victim’s credit card.
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Fixing the problem

Short-Term Fixes
— Very few
— Systems too widely deployed for simple
upgrade.

— Tin foil works.
— Diligence on the part of the consumer.




Fixing the problem

Long term Fixes

— Use standard encryption algorithms.
* AES, HMAC-SHA1, 3DES
* No security through obscurity.

— No single-tag compromise should

compromise the whole system.

* As with the secret checksum values.

— Use longer key lengths.
« If that is not possible, understand this limitation!
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The DST+
(or “How not to fix the problem”)

Conclusions

Digital Signature Transponder (2)
Mutual Authentication (DST+)

Reader Transponder
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» Widely deployed systems offer no, or
limited security
— Solutions on the way, however

* Privacy protection (tracking) not
considered

 Attacks are practical-- RF interface can’t
even stop computer scientists!

The Paper

EZPass
CALL 1~ 77 - PENN- PASS
W v. paturnpike. com
\. paturnp

« S. Bono, M. Green, A. Stubblefield, A.
Rubin, A. Juels, M. Szydlo.
“Analysis of a Cryptographically-Enabled
RFID Device”, Usenix Security 2005
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The DST+

¢ Mutual Authentication

— Make the reader authenticate itself to the tag

— Stops attackers from gathering challenge/
responses (in theory)

— Prevents tracking attacks

» Double Encryption (two separate keys)

— Encrypting twice must be twice as good
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The DST+

Digital Signature Transponder (2)
Mutual Authentication (DST+)

Reader Transponder
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